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1. 2
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2. —fiwftEk
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macOS Catalina (10.15) . macOS Big Sur (11.0)
X& 0S OEFHI/N—3a2A0T7YvTT— Mo, H—EX) WD

A A= E(CRDIZENHDET,
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6. $ifriER

6.1. HmBEHk

6.1.1. RFSAI /Y=L
AH(F. CCID ARABICEHIL TWSA. OS 54£D CCID RSANTEMELET,

6.1.2. IRAM>A-TI(R

A%, USB SMART CARD Class CCID Revision 1.1 (CEHLTWET,
TEEORE, A THR— R ENTLS CCID OV ROUARTT,

CCID Command Description

PC_to_RDR_IccPowerOn Power on the inserted ICC
PC_to_RDR_IccPowerOff Power off the inserted ICC
PC_to_RDR_GetSlotStatus Get the card presence status of a slot
PC_to_RDR_XfrBlock Perform data exchange
PC_to_RDR_GetParameters Get the current communication parameters
PC_to_RDR_ResetParameters Reset the communication parameters to default
PC_to RDR_SetParameters Set the parameters for subsequent communication
PC_to_RDR_Escape Send escape command

AH(E. FEodOMILEYR-NUET,
e Short APDU exchange for both T=0 and T=1 protocols
e Extended APDU exchange for T=1 protocol.
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6.2. RANIOYSZ>% API (PC/SC)

PC/SC API (&, AX—M1—RET7ICRS 2HBOEET VT -3 >HA-TI(1ATY,
Windows/macOS REDARL —TF1>J AT ACEEREINTVET,

TEE—ARMNIRBRAY— M- RS AT AICHIFSE PC / SC. CCID HLXVISO / IEC 7816 / ISO /
IEC14443 O1&E = RUEIOVIRTY,

Operating System

User Space

PC/SC AP PC/SC Middleware

Smart Card Application

Kernel Space

USB CCID Host Class Driver

CCID Protocol

Smart Card Reader b

ISO/IEC 7816/ ISO/IEC 14443 Protocol

Smart Card

£% . https://docs.microsoft.com/en-us/windows/win32/api/winscard/
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6.2.1. Establish Context

SCardEstablishContext B#(d, T —AIN—-RIEENFEITEINBNY - ANEK—Sv—I>7F AN (R
1-7) #=WEIUES,
LONG SCardEstablishContext(

DWORD dwScope,

LPCVOID pvReservedl,
LPCVOID pvReserved?2,
LPSCARDCONTEXT phContext

);
6.2.2. List Readers

SCardListReaders B8#d&RIFEY-F-JIL—TDty MDY -5 -DUX MR L. ERZHF
BRUEF T, U LTTRI - = IL—TOUR MR HU. I8EENI I -TAD) -5 -DUZ Mz FZ (3
BDF T, RN RV - T FEBEINE T, COBEIL. IRIES AT AICIE SN T A RIEER
ZRITEIIN-THOV-F-0HZRUET .
LONG SCardListReadersA(
SCARDCONTEXT hContext,

LPCSTR mszGroups,
LPSTR mszReaders,
LPDWORD pcchReaders

)i
6.2.3. Get Status Change

SCardGetStatusChange Ba#i(&. FEDY—F -ty N TCOA—ROIRTEDAIAHNZEEEINZET
E17270vIUET . BUHUTtld SCARD_READERSTATE Biol(CLoTEZA—aN3U—-45 -0
AREURRENTZ)=H =D 1 DTPIS AN FEEIT20EEFHTEIRARME (SUREAD) Zi2H
LE9,

LONG SCardGetStatusChangeA(

SCARDCONTEXT hContext,
DWORD dwTimeout,
LPSCARD_READERSTATEA rgReaderStates,
DWORD cReaders

);
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6.2.4. Connect

SCardConnect Bd#(d. U LTOT7 VT -3 EFE D -4 —(IEFH DAY — Mi— REDFRE
(€ (FEOVY-AXR—Zv—I>TFAMERALTC) BREEIILET, IEESNY—-5—(Ch—R
MFREUVRWMEE LIS -MERENET,
LONG SCardConnectA(
SCARDCONTEXT hContext,

LPCSTR szReader,

DWORD dwShareMode,
DWORD dwpPreferredProtocols,
LPSCARDHANDLE phCard,

LPDWORD pdwActiveProtocol

);
6.2.5. Status

SCardStatus B#(&. U—4F—-ARDAY—M—ROIBEDIT—IA%IRMUFT . SCardConnect
AU UM N SCardDisconnect AQMUHUNBRING 2RI THNIEW D TEFUHT
CENTEET, U-H—. Tl - RIAN-DIRRECIRZELE R A
LONG SCardStatusA(
SCARDHANDLE hCard,

LPSTR mszReaderNames,
LPDWORD pcchReaderLen,
LPDWORD pdwState,
LPDWORD pdwProtocol,
LPBYTE pbAtr,

LPDWORD pcbAtrLen

);
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6.2.6. Data Exchange with Card

SCardTransmit Bd&(d. H—EXER%ZAY— M= RIGXEL. h—RhBT—-4%ZELET,
LONG SCardTransmit(

SCARDHANDLE hCard,
LPCSCARD_IO_REQUEST  pioSendPci,
LPCBYTE pbSendBuffer,
DWORD cbSendLength,
LPSCARD_IO_REQUEST pioRecvPci,
LPBYTE pbRecvBuffer,
LPDWORD pcbRecvLength

);
6.2.7. Reader Control

SCardControl #gezERT L) —F—-2BEIFFIHTEET ., CNBBEIRT-TIV RE)-4 -
([OXEELTERAENE Y. SCardConnect ADIFUHUNRLINUIZ4E . SCardDisconnect ADIU
HUNRRIN T BFI THNEV D TEFUPH T ENTEFT  U—F —DIRREADRZE (I HITHI— RICLD
TERDEY,
LONG SCardControl(
SCARDHANDLE  hCard,

DWORD dwControlCode,
LPCVOID IpInBuffer,
DWORD cbInBufferSize,
LPVOID IpOutBuffer,
DWORD cbOutBufferSize,
LPDWORD IpBytesReturned

);
6.2.8. Disconnect

SCardDisconnect B8#%(&. MU LTO7 IV -S> -5y N —F—DAY— Mi— RO T
AICRNMIERZRR TUE T,
LONG SCardDisconnect(
SCARDHANDLE hCard,
DWORD dwDisposition

);
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6.2.9. Release Context

SCardReleaseContext B & (& I SNEUY -ANKX—2v—-I>7FAZEHU.
SCARDHANDLE A7 14 M2, SCARD_AUTOALLOCATE R&EEFEFERLTEIDHTANE
AXEURE, ZOITFANTEIDHE TENIY - R Z2BERULET .
LONG SCardReleaseContext(
SCARDCONTEXT hContext

);
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6.3. APDU

APDU (&, h—RU—F—EZY— M- REOBETORNIILTT,
IA—=XYMF ISO / IEC7816-4 RAZ(CHERL TWVWEFI . APDU (C(F Short APDU & Expanded
APDU 0 2 184Eh'%HDF T,

6.3.1. Short APDU

Short APDU T(&. &J4—JLRE 1 N MzEHFT, Lct Le GENENESAHT —FEFTHED
FT—HDRETY . >3— b APDU TIHATEDT —9/\1 FOERAE(F 256 N/ MATF T,

Command APDU definition
CLA INS P1 P2 Lc Command Data Le

CLA - Instruction class

INS - Instruction code

P1, P2 - Command parameters

Lc - Number of command data bytes
Command Data - Lc number bytes of data
Le -  FEEINZILE/ 1 PORAEL

XYY RT—HIDREN 0 DIFE Lc (FABER]4E

Response APDU definition
Data field SWi1 SW2

Data field — The data returns from the card
SW1 SW2 - Status bytes for the response
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6.3.2. Extended APDU

Extended APDU D&, T—9EJ1—ILR Lc LU Le (& 3 N1/ MILEREN. AT —IEN
65535 /N1 NIBINUET . U=F-DHEFDXEUDENRSNTWSIe8, - - DB TEZ LR
5§ APDU Z/N&R\y hNDEEDTF v )LD EITZMELHDE T, COTOTRICIRA R -5 —
O DVEENETT , RANIHLEIR APDU Z/N\&R )y hDFv>I(C3EIL. CCID 1>49-J1
A2=NUTY-F—(CT1—RUE T, RICU-F—(ECNB0/ 0y bOFT—>%AIBL, ZNICEUTH—
RICT1—RULETS

Command APDU definition

CLA INS P1 P2 Lcl | Lc2 | Le3 | Command Data Lel | Le2 | Le3

CLA - Instruction class

INS - Instruction code

P1, P2 - Command parameters

Lcl, Lc2, Lc3 - Number of command data bytes (where Lcl must be 00)
Command Data - Lc number bytes of data

Lel, Le2, Le3 - FEXNBILE/\1bDEEAEL (Lel (X 00 TRUNERDEEA)
XV RT—HDEREH 0 DIFE. Lc (FEBET]EE

Response APDU definition

Data field SWi1 SW2

Data field — The data returns from the card
SW1 SW2 - Status bytes for the response
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6.4. 12HUBLAH-K

6.4.1. I AH—RL2H-T14X
AHES. TIAINTR=U>JERR 250 ZURDS ST IIR-USJE—-ReHIR—- M ET .

R=UTE-RIROLSICEMELET

1. AHIN—RTONIWOEESNIS - > 2% FERLTH—- R2EHNITR-U>ITUET,
JORNIVEBREISENCTBDENTEET,

2. h-Rit&Enae. EZEFBIEFIENETEIN 1 WMOH—RINBIRENE T A h—
R (ISO / IEC 14443-4 94T A BLU B h—R) HEDBLEYRL—MHR-KNTW215
& REXIRIBENICEITINET.

3. AHEFRZMI—RA CCID JORILENUTHEREEN. H—ROs¥H (ATR) # CCID
JORINVENUTEUEEINZ L Z@BAILET .

4.  APDU [BD&{EN CCID 41>49—J11/ A% N U THEEICRDET

5.  AHIH—ROBEDALDIZHITR-U I ZHETET

6. H—RAERDANENBE. AL CCID JO0RIVENTUTRANIO— RAEDSN &N e %
BAILET
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6.4.2. ATR 4%

J25N (FEAREY) H—REFERRD, 25T AN—RE ATR ZERUFEA. RDDIC ATS =4
LE I, PC / SC JL—AD—IATIZHIRZAN—FEFIFETEDLICT BT, A& PC /
SCv2.01 ([CAE>T PC / SC #EH#LD ATR ZARKLET .

Byte Nr Value

Designation

Description

0 0x3B Initial Header
1 0x8n TO ‘n” is the number of historical bytes in the ATR.
2 0x80 TD1 T=0 protocol.
3 0x01 TD2 T=1 protocol.
4 to 3+n XX T1 -+ Tk Historical bytes (optional):
ISO/IEC 14443 Type A:
The historical bytes from ATS response.
ISO/IEC 14443 Type Byte Nr | Description
B: 1to4 Application Data
from ATQB.
5to7 Protocol Info Byte
from ATQB.
8 0xa0
‘a’” = MBLI from
ATTRIB
command.
44n XX TCK XOR value of bytes from TO to Tk

Table 1 ATR Returned for Contactless Smart Card
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Byte Nr | Value Designation Description
0 0x3B Initial Header
1 Ox8F TO 15 historical bytes in the ATR.
2 0x80 TD1 T=0 protocol.
3 0x01 TD2 T=1 protocol.
4to 18 0x80 T1 - Tk Category indicator byte, must be 0x80.
Ox4F Application identifier Presence indicator, must be 0x4F
0x0C Length, must be 0x0C.
0xAO0 Registered application provider identifier (RID),
0x00 must be 0xA0 0x00 0x00 0x03 0x06 - This is the RID
0x00 of PC/SC Workgroup.
0x03
0x06
PIX | SS Byte For Standard.
XX (See Table 3 SS Byte definition for
standard)
XX NN Bytes for Card Name.
XX NN (See Table 4 NN Byte definition for card
name)
0x00 RR RFU: Set to zero.
0x00 RR
0x00 RR
0x00 RR
19 XX TCK XOR value of bytes from TO to Tk

Table 2 ATR Returned for Contactless Storage Card
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SS Byte Description
0x00 No information given
0x01 ISO/IEC 14443 Type A, part 1
0x02 ISO/IEC 14443 Type A, part 2
0x03 ISO/IEC 14443 Type A, part 3
0x04 RFU
0x05 ISO/IEC 14443 Type B, part 1
0x06 ISO/IEC 14443 Type B, part 2
0x07 ISO/IEC 14443 Type B, part 3
0x08 RFU
0x09 ISO/IEC 15693, part 1
0x0A ISO/IEC 15693, part 2
0x0B ISO/IEC 15693, part 3
0x0C ISO/IEC 15693, part 4
0x11 FeliCa
RFU
OxFF RFU
Table 3 SS Byte definition for standard
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Card Name Two Byte - Identifier
MIFARE® Standard 1K 0x00 0x01
MIFARE® Standard 4K 0x00 0x02
MIFARE Ultralight® 0x00 0x03
SRF55V10P 0x00 OxOE
SRF55V02P 0x00 OxOF
TAG_IT 0x00 0x12
LRI512 0x00 0x13
ICODESLI 0x00 0x14
PicoPass 2K 0x00 0x17
PicoPass 2KS 0x00 0x18
PicoPass 16K 0x00 0x19
PicoPass 16KS 0x00 Ox1A
PicoPass 16K(8x2) 0x00 0x1B
PicoPass 16KS(8x2) 0x00 0x1C
PicoPass 32KS(16+16) 0x00 0x1D
PicoPass 32KS(16+8x2) 0x00 Ox1E
PicoPass 32KS(8x2+16) 0x00 Ox1F
PicoPass 32KS(8x2+8x2) 0x00 0x20
MIFARE Mini® 0x00 0x26
Topaz (NFC Forum Type 1 Tag) 0x00 0x30
MIFARE Ultralight C® 0x00 Ox3A
FeliCa 0x00 0x3B
Table 4 NN Byte definition for card name
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6.5. >IN AH—RIZ1ZH-23>

6.5.1. Get Card Data

ZOAX> RFHIR—bENTVBIRTOA—RICOVWTH—RD UID, CSN, ATS REDHFTE DIEERZER

B/LFEI,

Command:
CLA INS P1 P2 Lc Data In Le
OxFF OxCA P1 0x00 - - XX
P1 Description
0x00 Get UID of the card
0x01 Get ATS of ISO/IEC 14443 Type A card

Le = 0x00. CNET—ADINL > SR I EZBIRLET .

Response:
Data field SW1 sw2
Data See the following table
P1 Card type Data
0x00 MIFARE® 4, 7-byte UID

ISO/IEC 14443 Type A

4,7 or 10-byte UID

ISO/IEC 14443 Type B 4-byte PUPI
FeliCa 8-byte IDm
Topaz (NFC Forum Type 1 Tag) 7-byte UID
ISO/IEC 15693 8-byte UID

0x01 ISO/IEC 14443 Type A ATS

SW1 SW2 Description

0x90 0x00 Operation successful

21/ 88
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0x62 0x82 Wrong length, Le is greater than data length
Ox6A 0x81 Function not supported
0x6C XX Wrong length, Le is less than the available UID length. ‘XX’ encodes

the exact number.

22 /88
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6.5.2. MIFARE® Card
MIFARE® Card command APDU
CLA INS P1 P2 Lc Data In Le
OxFF INS P1 P2 XX XX XX
INS Description MIFARE Classic® MIFARE
1K/4K Ultralight®
0x82 Load Keys command v x
0x86 General Authenticate command v x
0xBO Read Binary command v
0xD6 Update Binary command v v
0xB1 Read Value Block command v x
0xD7 Update Value Block command v x
Copy Value Block command v x
6.5.2.1. Load Keys
ZOON> REEREEF— 2 A(CO—- RUE T,
Command:

CLA INS P1 P2 Lc Data In Le
OxFF 0x82 Key Key Number | Key Key -
Structure Length

Key Structure Key Number Key Length Key
0x00 0x00: Key slot 0 0x06 6-bytes length of Key for
0x01: Key slot 1 MIFARE® authentication
Response:
Data field SW1 Ssw2

23/ 88
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See the following table

Swi1i SW2 Description

0x90 0x00 Operation successful

0x63 0x00 Operation fails
6.5.2.2. General Authenticate

ZOIN>R(E MIFARE® 1K/ 4K h—RZEBEELET . COINY RFEERT RICIELVF—HEhES
$F—A0YMIO—REN TV ENHDET

Command:

CLA INS P1 P2 Lc Data In Le

OxFF 0x86 0x00 0x00 0x05 Data -

Data

Byte 1 Byte 2 Byte 3 Byte 4 Byte 5

Version Address MSB Address LSB Key Type Key Number

0x01 0x00 Block number to be 0x60: Key A 0x00: Key slot 0

authenticated 0x61: Key B 0x01: Key slot 1

Response:

Data field SW1 Sw2

- See the following table

SW1 SW2 Description

0x90 0x00 Operation successful

0x63 0x00 Operation fails
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6.5.2.3. Read Binary

COIXYREN—RIBTOv)T—5%2ESLEY . (MIFARECIassic®1K/ 4K h—ROiz&E, cnic

(FRNRO—AZAI RN REBEENETY)

Command:

CLA INS P1 P2 Lc Data In Le

OxFF 0xB0 Address Address - - Le

MSB LSB
Address MSB Address LSB Le

MIFARE Classic® 1K/4K 0x00 Block number 0x10

MIFARE Ultralight® 0x04/0x08/0x0C/0x10
Response:

Data field SW1 sw2

Data See the following table

SW1 SW2 Description

0x90 0x00 Operation successful

0x63 0x00 Operation fails
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6.5.2.4. Update Binary

COIRYRITOVIT—HEh—RICEESAHET, (MIFAREClassic®1K/ 4K h—RDig&. 2h
(C(FBTRD—AZAV RN REREENETY)

Command:

CLA INS P1 P2 Lc Data In Le

OxFF 0xD6 Address Address Lc Data -

MSB LSB
Address MSB Address LSB Lc Data

MIFARE Classic® 1K/4K 0x00 Block number 0x10 16-byte data

MIFARE Ultralight® 0x04 4-byte data
Response:

Data field SW1 Ssw2

- See the following table

SW1 SW2 Description

0x90 0x00 Operation successful

0x63 0x00 Operation fails
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6.5.2.5. Read Value Block
ZOIY> RIEHh—RH5 Value JOVIOEZEELFET ., (MIFAREClassic®1K/ 4K h—RDiGE.
ZNCIFRRRO—ARI ROV REBEEHINETHD, JOVIT—4F Value JOVIOBETET IR T
9)

Command:
CLA INS P1 P2 Lc Data In Le
OxFF 0xB1 Address Address - - Le
MSB LSB
Address MSB Address LSB Le
0x00 Block number 0x04
Response:
Data field SW1 SW2
Value See the following table

Value (signed 4-byte 2’complement value)

Byte 1 Byte 2 Byte 3 Byte 4
MSB XX XX LSB
Swi1i SW2 Description

0x90 0x00 Operation successful

0x63 0x00 Operation fails
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6.5.2.6. Update Value Block
ZOIYURIE Value JOvIDERZH—RCIESAHFI., (MIFAREClassic®1K/ 4K H—RDi5
B NICEFFRRO—AR RO REBEINMETHD. JOvI7—4(3 Value JOVIDEET —5HZ
RTY)

Command:
CLA INS P1 P2 Lc Data In Le
OxFF 0xD7 Address Address Lc Data -
MSB LSB
Address Address Lc Data
MSB LSB
0x00 Block 0x05 Operation Value (signed 4-byte 2’complement
number value)
Byte 1 Byte 2 Byte 3 | Byte4 | Byte 5
0x00: Write MSB XX XX LSB
0x01: Increment
0x02: Decrement
Response:
Data field SW1 Sw2
- See the following table
Swi1i SW2 Description
0x90 0x00 Operation successful
0x63 0x00 Operation fails
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6.5.2.7.

Copy Value Block

COINYRIE Value JOVIDIEZXRETTRUANBIEETZRLACIE-ULFT,
(MIFAREClassic®1K/ 4K h—RDigE . INICFBERRO—AZERIY> REREENMNETHD. J0
wH5—4d Value JOVIDETET —IHER TI)

Command:

CLA INS P1 P2 Lc Data In Le

OxFF 0xD7 Address Address Lc Data -

MSB LSB
Address MSB Address LSB Lc Data
0x00 Source Block 0x02 Operation Address LSB
number Byte 1 Byte 2
0x03 Destination Block number

Response:

Data field SW1 Ssw2

- See the following table

SW1 SW2 Description

0x90 0x00 Operation successful

0x63 0x00 Operation fails
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6.5.3. ISO/IEC 15693 Memory Card
ISO/IEC 15693 Memory Card command APDU
CLA INS P1 P2 Lc Data In Le
OxFF INS P1 P2 XX XX XX
INS Description
0x30 Get Data command
Put Data command
Lock command
Get Security Status command
0xBO Read Binary command
0xD6 Update Binary command
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6.5.3.1. Get Data

COINDRED— ROSIBIRZEUSLET

Command:
CLA INS P1 P2 Lc Data In Le
OxFF 0x30 Data Type | 0x00 - - 0x00
Data Type Description
0x02 AFI of ISO/IEC 15693 card is returned if supported
0x03 DSFID of ISO/IEC 15693 card is returned if supported
0x04 PICC memory size is returned if supported
0x05 IC reference is returned if supported
Response:
Data field SW1 Sw2
Information See the following table
Swi1i SW2 Description
0x90 0x00 Operation successful
0x63 0x00 Operation fails
0x64 XX Operation fails
‘XX" is the error status from the card
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6.5.3.2. Put Data

ZOIXYREN—ROZRAT LIBIRICT -9 ESAHET .

Command:
CLA INS P1 P2 Lc Data In Le
OxFF 0x30 0x00 0x01 0x04 Information | -
Information
Byte 1 Byte 2 Byte 3 Byte 4
Version Flagl Flag2 Data
0x01 0x02: AFI 0x00 Value
0x03: DSFID
Response:
Data field SW1 SW2

- See the following table

Swi1i SW2 Description
0x90 0x00 Operation successful
0x63 0x00 Operation fails
0x64 XX Operation fails
‘XX" is the error status from the card
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6.5.3.3. Lock

COIN> RIEH—ROXEUREIZHZOYILET .
Command:

CLA INS P1 P2 Lc Data In Le

OxFF 0x30 0x00 0x02 Lc Information | -

Lc Information

Byte 1 Byte 2 Byte 3 Byte 4 Byte 5
0x05 0x01 0x00: Data Block 0x00 Block Address MSB Block Address
LSB

0x03 0x02: AFI - -

0x03 0x03: DSFID - -
Response:

Data field SW1 Sw2

- See the following table

Swi1i SW2 Description

0x90 0x00 Operation successful

0x63 0x00 Operation fails

0x64 XX Operation fails

‘XX" is the error status from the card

33/88

221015



ELECDm MR-ICA001BK

6.5.3.4. Get Security Status

ZOIX > REN— ROAEVRRIZO T OV I+ 1UTA AT —HIRZEUSLET

Command:

CLA INS P1 P2 Lc Data In Le

OxFF 0x30 0x00 0x03 Lc Information | -

Lc Information

Byte 1 Byte 2 Byte 3 Byte 4 Byte 5

0x05 0x01 0x00 0x00 0x00 Block Address
Response:

Data field SW1 SW2

Block Security Status | See the following table

SW1 SW2 Description
0x90 0x00 Operation successful
0x63 0x00 Operation fails
0x64 XX Operation fails
‘XX’ is the error status from the card
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6.5.3.5. Read Binary

ZOIX>Y RFh—RsIOvIT—49%E50F T,
Command:

CLA INS P1 P2 Lc Data In Le

OxFF 0xBO Address Address - - Le

MSB LSB
Address MSB Address LSB Le

0x00 Block number Length of the data to be read
(Multiple of Block size)
Response:
Data field SW1 sw2
Data See the following table
SW1 SW2 Description
0x90 0x00 Operation successful
0x63 0x00 Operation fails
0x64 XX Operation fails
‘XX" is the error status from the card
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6.5.3.6. Update Binary

COIR>VREITOVIT—9%D—RCESAHET,
Command:

CLA INS P1 P2 Lc Data In Le

OxFF 0xD6 Address Address Lc Data -

MSB LSB
Address MSB Address LSB Lc Data

0x00

Block number Length of the data to be written

(Multiple of Block size)

1 block of data

Response:
Data field SW1 Sw2
- See the following table
SW1 SW2 Description
0x90 0x00 Operation successful
0x63 0x00 Operation fails
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6.5.4. FeliCa Card
Command:
CLA INS P1 P2 Lc Data In Le
OxFF OxAB 0x00 0x00 Lc Data -
Lc Data
FeliCa Command Structure
Comm | Comm | Command information
and and
Length | code
Command Length | Byte 1 | Byte 2 Byte 3 Byte 4 Byte 5 Byte N
Example
Polling 0x05 0x00 SysCode ReqCode TimeSlot - -
Read Len 0x06 Payload
Write Len 0x08 Payload
Response:
Data field SW1 Sw2
Data See the following table
Data
Byte 1 Byte 2 Byte 3 — Byte 10 Byte N
Response Length Response code IDm XX XX
SW1 SW2 Description
0x90 0x00 Operation successful
0x64 0x01 Operation fails
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6.5.5. Topaz (NFC Forum Type 1 Tag)

Command:

CLA INS P1 P2 Lc Data In Le

OxFF OxAB 0x00 0x00 Lc Data -
Lc Data

Topaz Command Structure

Command | Command | Command information
Length code

Command Length Byte 1 Byte 2 Byte 3 Byte 4 — Byte 7

Example

RALL 0x07 0x00 0x00 0x00 UID

READ 0x07 0x01 Address 0x00 UIiD

WRITE-E 0x07 0x53 Address Data UIiD

Response:

Data field SW1 Sw2

Data See the following table

Swi1i SW2 Description

0x90 0x00 Operation successful

0x63 0x00 Operation fails
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6.5.6. Picopass
6.5.6.1. Read Binary
COIX> RIFH—RMSTOvI7—5%BELET,
Command:
CLA INS P1 P2 Lc Data In Le
OxFF 0xBO Address Address - - Le
MSB LSB
Address MSB Address LSB Le
0x00 Block number 0x08/0x20
Response:
Data field SW1 Sw2
Data See the following table
SW1 SW2 Description
0x90 0x00 Operation successful
0x63 0x00 Operation fails
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6.5.6.2. Update Binary
COIX>YREIOVIT—%H—RICEBEHAHET,
Command:
CLA INS P1 p2 Lc Data In Le
OxFF 0xD6 Address Address Lc Data -
MSB LSB
Address MSB Address LSB Lc Data
0x00 Block number 0x08 8-byte data
Response:
Data field SW1 Sw2
- See the following table
SW1 SW2 Description
0x90 0x00 Operation successful
0x63 0x00 Operation fails
40 / 88 221015



ELECDm MR-ICA001BK

6.5.7. PC/SC Transparent command

NS2ZARTL YRR RE 7TV =232 525 MU 2N~ RIET =972 EBMISEL, 75277
T —2aY5EBMIGRLET .

Command:
CLA INS P1 P2 Lc Data In Le
OxFF 0xC2 0x00 Function | Variable Command Data Object --
(BER-TLV encoded)

Function Description Remark

0x00 Manage Session command Uses to manage the environment,
capabilities and contexts

0x01 Transparent Exchange command Uses to exchange bit/bytes between card
and reader

0x02 Switch Protocol command Uses to switch the protocol between
different layers
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6.5.7.1. Manage Session command

[ty2a> OB |OVIRE MSYARTLY My a2 BB LU T U IRIFZEEL. ROBIE
(RS2ZRPL Y MEy2aY) ORDICN-F-OtEezimb FFERELFT,

Command:
CLA INS P1 P2 Lc Data In Le
OxFF 0xC2 0x00 0x00 Variable Command Data Object --
(BER-TLV encoded)

FT=AT4= I RICEDBLED 1 DDOT—IATSTIMEFENTVDRENHDFET .

Description Command Data Object (BER-TLV encoded)
Tag Length Value
Version 0x80 0x03 Major Minor Build
Start Transparent 0x81 0x00 -
Session
End Transparent Session | 0x82 0x00 -
Turn Off RF Field 0x83 0x00 -
Turn On RF Field 0x84 0x00 -
Timer 0x5F46 0x04 Timer (ULONG)

32-bit unsigned long value in

microseconds

Byte 1 Byte 2 Byte 3 Byte 4
LSB XX XX MSB

Get Parameters OxFF6D Variable Tag Length Value

See Table 5 Tags for Get Parameters

data object

Set Parameters OxFF6E Variable Tag Length Value

See Table 6 Tags for Set Parameters

data object
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Response:
Data field SW1 Sw2
Data Field | Response Data Object See ISO/IEC 7816
(BER-TLV encoded)

[GET—9I4—=IVREZEICTREE, BHOT—IATS 1) M EHBTEHTEET, TNEEIVORT
—AT4=)L ROAJ (L TRRDET,

Data Field
Tag Length Value
0xCO0 0x03 Error Status (See Table 7 Error
Status)
Description Response Data Object (BER-TLV encoded)
Tag Length Value
No response for data object - - -
Version 0x80 0x03 Major Minor Build
Reader parameter OxFF6D Variable Tag Length Value
See Table 5 Tags for Get Parameters
data object
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Parameters requested Tag Length Value
Frame size for Reader Integer (FSDI) 0x01 0x00 -
Frame size for Card Integer (FSCI) 0x02 0x00 -
Frame waiting Time Integer (FWTI) of the current 0x03 0x00 -
Card
Maximum communication speed supported by the 0x04 0x00 -
Reader
Communication speed of the current Card 0x05 0x00 -
Modulation index currently 0x06 0x00 -
PCB for ISO/IEC 14443 0x07 0x00 -
CID for ISO/IEC 14443 0x08 0x00 -
NAD for ISO/IEC 14443 0x09 0x00 -
Param 1 to Param 4 for ISO/IEC 14443 Type B 0x0A 0x00 -

Table 5 Tags for Get Parameters data object

Tag Length Value

0x01 | Ox01 Frame size for Reader Integer (FSDI)
0x02 | 0x01 Frame size for Card Integer (FSCI)
0x03 0x01 Frame waiting Time Integer (FWTI) of the current Card

Time = 302.07 x 2™™ microseconds

0x04 | Ox01 Maximum communication speed supported by the Reader

0x05 0x01 Communication speed is set or will be set for the current Card

0x06 | 0x01 Modulation index (can be used for all Cards, where modulation index is
required)

0x07 | Ox01 PCB for ISO/IEC 14443

0x08 | 0x01 CID for ISO/IEC 14443

0x09 | 0x01 NAD for ISO/IEC 14443

Ox0A | Ox04 Param 1 to Param 4 for ISO/IEC 14443 Type B.

Table 6 Tags for Set Parameters data object
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Error Status Description
XX SW1 SW2 XX = number of the bad data object in the APDU;
00 = general error of APDU
01 = error in the 1st data object
02 = error in the 2nd data object; etc.
00 90 00 No error occurred
XX 62 82 Data object XX warning, requested information not available
XX 63 00 No information
XX 63 01 Execution stooped due to failure in other data object
XX 6A 81 Data object XX not supported
XX 67 00 Data object XX with unexpected length
XX 6A 80 Data object XX with unexpected value
XX 64 00 Data Object XX execution error (no response from reader)
XX 64 01 Data Object XX execution error (no response from card)
XX 6F 00 Data object XX failed, no precise diagnosis

Table 7 Error Status
BYIVEONANIIS—0H2T—IATS1Ih XX OESHERLU. &RED 2 M NMIIS—Ds5A%
RUEYI, ISO / IEC 7816 [CIE>TEHIC SWISW2 {ENEFRIENET,
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6.5.7.2. Transparent Exchange command

RIDARTUYRIIZAFIZ AR RE h—REDBETRERBOEY MR\ MOEZELET

Command:
CLA INS P1 P2 Lc Data In Le
OxFF 0xC2 0x00 0x01 Variable Command Data Object --
(BER-TLV encoded)

FT=AT4=I RICEDBLED 1 DDOT—IATSTIMEFEN TV ENHDFET .

Description Command Data Object (BER-TLV encoded)

Tag Length Value
Transmission and Reception 0x90 0x02 See Table 8 Transmission and
Flag Reception Flag Data Object
Transmission Bit framing 0x91 0x01 See Table 9 Transmission Bit

Framing Data Object

Reception Bit framing 0x92 0x01 See Table 10 Reception Bit Framing
Data Object

Transmit 0x93 Variable Data to be transmitted
Receive 0x94 0x00 -

Transceive - Transmit and 0x95 Variable Data to be transmitted
Receive

Timer 0x5F46 0x04 Timer (ULONG)

32-bit unsigned long value in

microseconds

Byte 1 | Byte 2 | Byte 3 | Byte 4
LSB XX XX MSB

Get Parameters OxFF6D Variable Tag Length Value

See Table 5 Tags for Get Parameters

data object

Set Parameters OxXFF6E Variable Tag Length Value

See Table 6 Tags for Set Parameters

data object
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Response:

Data field

SW1 Sw2

Data Field | Response Data Object
(BER-TLV encoded)

See ISO/IEC 7816

[GET—9I4—=IVREZEICTREE, BHOT—IATS 1) M EHBTEHTEET, TNEEIVORT
—AT4=)L ROAJ (L TRRDET,

Data Field
Tag Length Value
0xCO0 0x03 Error Status (SeeTable 7 Error
Status)
Description Response Data Object (BER-TLV encoded)
Tag Length Value
No response for data object - - -
Number of valid bits in the last | 0x92 0x01 See Table 10 Reception Bit
byte of received data Framing Data Object
Response Status 0x96 0x02 See Table 11 Response Status
Data Object
Response 0x97 Variable See Table 12 Response Data
Object
Reader parameter OxFF6D Variable See Table 6 Tags for Set
Parameters data object
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Tag Length Value

Bit Description
0x90 0x02 0 0 - Append CRC in the transmit data according to existing
protocol

1 — Do NOT append CRC in the transmit data

1 0 - Discard CRC from the received data according to existing
protocol

1 - Do NOT discard CRC from the received data

2 0 - Insert parity in transmit data in existing protocol

1 - Do NOT insert parity

3 0 - Expect parity in received data in existing protocol

1 - Do NOT expect parity

4 0 - Append protocol prologue in the transmit data or discard
from the response if any

1 - Do NOT append or discard protocol prologue if any (e.g.,
for ISO/IEC 14443 PCB and CID, NAD)

5-15 RFU

Table 8 Transmission and Reception Flag Data Object

Tag Length Value

Bit Description
0x91 0x01 0-2 Number of valid bits of the last byte (0 means all bits are valid)
3-7 RFU

Table 9 Transmission Bit Framing Data Object

Tag Length Value
Bit Description
0x92 0x01 0-2 Number of valid bits of the last byte (0 means all bits are
valid)
3-7 RFU

Table 10 Reception Bit Framing Data Object
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Tag Length Value

Byte 0 Byte 1
0x96 0x02 Bit 0 0 - CRC is OK (or not checked) RFU
1 - CRC check failed

Bit 1 0 - No Collision detected Collision
1 - Collision detected position
Bit 2 0 - no parity error detected RFU

1 - parity error detected

Bit 3 0 - no framing error detected RFU
1 - framing error detected

Bit 4-7 RFU RFU

Table 11 Response Status Data Object

Tag Length Value

0x97 Variable Reply from Card

Table 12 Response Data Object
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6.5.7.3. Switch Protocol command

COOXY RMIFEDOTOPINEREDSFLFRL AV —2EI0EXES, TORILOTIVE XY RE
hS2ZARTL Y Mzy2 3> TOHFFRIENE T,

(ThI2ARTL Y2 a>ORIE 1T —IATS ) NP LI, [Ty a> ORIV R2fE
FAUTI RS2 ZARTL Y My a> O T 17 —AAT S 1) M T 3 /i)

Command:
CLA INS P1 p2 Lc Data In Le
OxFF 0xC2 0x00 0x02 Variable Command Data Object --
(BER-TLV encoded)

FT=HAT4=I RICEDBLED 1 DDT—FATSTIMEFENTVDRENHDFET .

Description Command Data Object (BER-TLV encoded)
Tag Length Value
Switch Protocol Ox8F 0x02 See Table 13 Switch Protocol Data
Object
Get Parameters OxFF6D Variable Tag Length Value

See Table 5 Tags for Get

Parameters data object

Set Parameters OxFF6E Variable Tag Length Value

See Table 6 Tags for Set

Parameters data object
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Response:
Data field SW1 Sw2
Data Field | Response Data Object See ISO/IEC 7816
(BER-TLV encoded)

[GET—HT4—IVRFZE(CTEEE EHOT—IATS 1 M EHZEDTEE I, TNF. AV RT
—AT4=)L ROAJ (L TRRDET,

Data Field
Tag Length Value
0xCO0 0x03 Error Status (See Table 7 Error
Status)
Description Response Data Object (BER-TLV encoded)
Tag Length Value
No response for data object - - -
Reader parameter OxFF6D Variable Tag Length Value
See Table 5 Tags for Get
Parameters data object
Response for Switch Protocol Ox8F Variable See Table 14 Response for
0x5F51 Switch Protocol Data Object

51/ 88 221015



ELECOM

MR-ICA001BK

Tag Length | Value
Byte 0 - Defines the Byte 1 - Define the Protocol
standard type layer to switch
0x0  ISO/IEC 14443 0x0 If no layer
Q= Type A Q= separation
ISO/IEC 14443 Type Switch to layer 2
0x0 B 0x0  Switch or activate
18- ISO/IEC 15693 18- to layer 3
0x0 FeliCa 0x0  Activate to layer 4
2= 2=
0x0
3= 0x0
3=
Ox8F | 0x02 0x00 0x02 ISO/IEC 14443 Type
A, Layer 2
0x00 0x03 ISO/IEC 14443 Type
A, Layer 3
0x00 0x04 ISO/IEC 14443 Type
A, Layer 4
0x01 0x02 ISO/IEC 14443 Type
B, Layer 2
0x01 0x03 ISO/IEC 14443 Type
B, Layer 3
0x01 0x04 ISO/IEC 14443 Type
B, Layer 4
0x02 0x02 ISO/IEC 15693, Layer
2
0x02 0x03 ISO/IEC 15693, Layer
3
0x03 0x00 FeliCa, no layer
separation
RFU RFU RFU

Table 13 Switch Protocol Data Object
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Protocol

Tag

Length

Value

ISO/IEC 14443 Type A, Layer
2

ISO/IEC 14443 Type A, Layer
3

Ox8F

0x01

Final SAK (1 byte)

ISO/IEC 14443 Type A, Layer
4

Ox5F51

Variable

ATR

ISO/IEC 14443 Type B, Layer
2

ISO/IEC 14443 Type B, Layer
3

Ox8F

0x03

Protocol info (3 bytes)

ISO/IEC 14443 Type B, Layer
4

0x5F51

Variable

ATR

ISO/IEC 15693, Layer 2

ISO/IEC 15693, Layer 3

FeliCa, no layer separation

Table 14 Response for Switch Protocol Data Object
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6.5.8. 1E/EHI
6.5.8.1. MIFARE® Classic 1K/4K example
MIFARE®H—ROFEHEWNEEEIAHZ1TIC(E. /IYICELWF—TH—REEREELET .

APDU > =4 > 2041
1. Load a 6-byte MIFARE® key of all FFs to Key Slot 0
Command: FF 82 00 01 06 FF FF FF FF FF FF
Response: 90 00

2. Authenticate Block 4 with Key Slot 0 of Key A
Command: FF 86 00 00 05 01 00 04 60 00
Response: 90 00

3. Read Block 4 data
Command: FF BO 00 04 10
Response: XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX 90 00

4. Write 16 bytes of data to Block 5
Command: FF D6 00 05 10 11 22 33 44 55 66 77 88 99 AA BB CC DD EE FF 00
Response: 90 00
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6.5.8.2. MIFARE® DESFire® example

MIFARE®DESFire®(& 2 #8480 APDU JVY> RzHR— ML TVET,

1 D(ER1717 MIFARE®DESFire®APDU JXY>RT, £5 1 D[ ISO / IEC7816-4 SvE>%)
APDU JY>RTY ., &#]D APDU I¥> FH' MIFARE®DESFire® 11— RIGX{EEN 3L, h—RD
BIRNADCRZETHEI DIV MR EZEETEE A,

APDU 0fl (ISO / IEC 7816-4 SvE>% APDU =)
1. Get Version (Part 1)
Command: 90 60 00 00 00
Response: XX XX XX XX XX XX XX XX AF

2. Get Version (Part 2)
Command: 90 AF 00 00 00
Response: XX XX XX XX XX XX XX XX AF

3. Get Version (Part 3)
Command: 90 AF 00 00 00
Response: XX XX XX XX XX XX XX XX XX XX XX XX XX XX 91 00

4. Select application with AID = yy yy yy
Command: 90 5A 00 00 03 yy yy yy 00
Response: 91 00

5. Get File ID
Command: 90 6F 00 00 00
Response: zz 91 00

6. Read 10 bytes data of file zz, starting at byte 0
Command: 90 BD 00 00 07 zz 00 00 00 OA 00 00 00

Response: XX XX XX XX XX XX XX XX XX XX 91 00

MIFARE®DESFire®IVY> ROFFHECOWTIE NXP #DORFIA> MSIRU T,
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6.5.8.3. ISO/IEC 14443-4 Type A or ISO/IEC 14443-4 Type B example

APDU 04
1. Get Challenge
Command: 00 84 00 00 08
Response: XX XX XX XX XX XX XX XX 90 00

6.5.8.4. FeliCa example

APDU 04
1. Polling Command
Command: FF AB 00 00 05 00 FF FF 01 00
Response: 14 XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX 90 00

2. Read Block 0 data through Read Without Encryption command
(IDm = zz zz zz zz zz zz zz 7z, Service Code = yy vy, Block number = 1,
Block List = 00 00 00)
Command: FF AB 00 00 10 06 zz zz zz zz zz zz zz zz 01 yy yy 01 00 00 00
Response: 1D 07 zz zz zz zz zz zz zz zz 00 00 01 XX XX XX XX XX XX XX XX
XX XX XX XX XX XX XX XX 90 00

3. Write Block 0 data through Write Without Encryption command
(IDm = zz zz zz zz zz zz 7z 7z, Service Code = yy yy, Block number = 1,
Block List = 00 00 00)
Command: FF AB 00 00 20 08 zz zz zz zz zz zz zz zz 01 yy yy 01 00 00 00 11
22 33 44 55 66 77 88 99 AA BB CC DD EE FF 00
Response: 0C 09 zz zz zz zz zz zz zz zz 00 00 90 00
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6.5.8.5. MIFARE Plus® through PC/SC Transparent command example

APDU D45l
1. Start transparent session
Command: FF C2 00 00 02 81 00
Response: CO 03 00 90 00 90 00

2. Turn on antenna
Command: FF C2 00 00 02 84 00
Response: CO 03 00 90 00 90 00

3. Switch to ISO/IEC 14443 Type A layer 4
Command: FF C2 00 02 04 8F 02 00 04
Response: CO 03 00 90 00 5F 51 0C 3B 87 80 01 C1 05 2F 2F 01 BC D6 A9 90 00

4. AES Authentication with Section key Part 1
Command: FF C2 00 01 13 5F 46 04 00 80 00 00 90 02 10 00 95 06 OA 00 70 00
40 00
Response: CO 03 00 90 00 92 01 00 96 02 00 00 97 13 0A 00 90 XX XX XX XX XX
XX XX XX XX XX XX XX XX XX XX XX 90 00

5. AES Authentication Part 2
Command: FF C2 00 01 30 5F 46 04 00 80 00 00 90 02 10 00 95 23 0B 00 72 XX
XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX
XX XX XX XX XX XX XX XX XX XX
Response: CO 03 00 90 00 92 01 00 96 02 00 00 97 23 0B 00 90 XX XX XX XX XX
XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX XX
XX XX XX XX XX XX XX 90 00

6. End transparent session
Command: FF C2 00 00 02 82 00
Response: CO 03 00 90 00 90 00
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6.5.8.6. ISO/IEC 15693 ICODE SLIX 2
APDU D4
1. Write Binary
Command: FF D6 00 00 04 00 01 02 03
Response: 90 00
2. Write Binary
Command: FF D6 00 01 04 04 05 06 07
Response: 90 00
3. Read Binary
Command: FF BO 00 00 08
Response: 00 01 02 03 04 05 06 07 90 00
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6.5.8.7. ISO/IEC 15693 through PC/SC Transparent command example

APDU 04
1. Start transparent session
Command: FF C2 00 00 02 81 00
Response: CO 03 00 90 00 90 00

2. Turn on antenna
Command: FF C2 00 00 02 84 00
Response: CO 03 00 90 00 90 00

3. Switch to ISO/IEC 15693 layer 3
Command: FF C2 00 02 04 8F 02 02 03

Response: CO 03 00 90 00 90 00

4. Send Reset-to-ready command

Command: FF C2 00 01 OC 5F 46 04 40 42 OF 00 95 03 26 01 00

Response: CO 03 00 90 00 92 01 00 96 02 00 00 97 OA 00 00 2A A5 1E 16 00 00 07

EO 90 00

5. End transparent session
Command: FF C2 00 00 02 82 00
Response: CO 03 00 90 00 90 00
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6.6. IXF—-JIXVR

IRT—TIAIR (ROF-EBEDOIYUR) (F. 7TVT—33> W FINA R C Lo TIRMEESN 2B NNHLRE
(CTPHERATERLSCLFET, INBOIYY RFIYY RI— REFNICHKNTA—H)NA R LVEE DT
=AM~ (FEI2H:E) ([CLOTHBIENEY,

IZT—TJIYURIE. CLA = OXFF 8&UFINS = 0x00 @ APDU e TI>d—RaEnNFd, IR
J—-R(E P1 TI>O—REN, NSA=H(F P2 TI>A—RENFT, AV RNTNAR(CT—9%2EFA
OIHE. T-ADKESE Lc TI>O—-ReEN., 20T —9)\A MEEd, Le (FEIC 0 T,

6.6.1. JP—AJI7F Version B\

COINRE, T7—LDIT7 N =232 FHRATT TV -2V IGRUET .

Command:

CLA INS P1 p2 Lc Data Le

OxFF 0x00 0x01 0x00 - - 0x00
Response:

Data field SW1 SW2

Firmware version | See the following table

SW1 SW2 Description

0x90 0x00 Operation completes successfully. Firmware version is returned in Data

field.
0x63 0x00 Operation fails. No firmware version is returned.
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6.6.2. h—RY=4F—307)LF>)\—-E58

ZOIXVRE T)AZDIZ-IDIV7NESERUET,

Command:
CLA INS P1 P2 Lc Data Le
OXFF 0x00 0x02 0x00 - - 0x00
Response:
Data field SW1 SW2

SNBYTE1 - N

See the following table

SW1 SW2 Description

0x90 0x00 Operation completes successfully. Unique serial number is returned in
Data field.

0x63 0x00 Operation fails.
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6.6.3. LED #llfi]
COIN>RIE LED2 DEMFZRTELE T,
Command:
CLA INS P1 P2 Lc Data Le
OxFF 0x00 0x03 Control 0x02 0x01 | Enable | -
Control Description
0x00 Firmware control
Enable Description
0x00 LED off
0x01 LED on
Response:
Data field SW1 Sw2
- See the following table
Swi1i SW2 Description
0x90 0x00 Operation completes successfully.
0x63 0x00 Operation fails.
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6.6.4. JH—Hl1H
COINRETH-DEMFRELET . (FIEI35E)
Command:
CLA INS P1 P2 Lc Data Le
OxFF 0x00 0x04 Unit 0x03 Information -
Unit Description
0x00 One duration unit = 1 second
0x01 One duration unit = 10 milliseconds
Information
Byte 1 Byte 2 Byte 3
On duration Off duration Repeat count
Response:
Data field SW1 Sw2
- See the following table
Swi1i SW2 Description
0x90 0x00 Operation completes successfully.
0x63 0x00 Operation fails.
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6.6.5. IR ZA>H—J1A4AD LED /JHY—Feedback Mode

COIXYRIE AT ZN— R2IR S ZEE(TT/)NMRAD LED2 £TH— (FF1E931mE) HEDEL
S(CEMES DNERBRRLET .

To set the feedback mode,

Command:

CLA INS P1 P2 Lc Data Le
OxFF 0x00 0x13 Memory 0x01 Mode -
Response:

Data field SW1 SW2

- See the following table

SW1 SW2 Description

0x90 0x00 Operation completes successfully.

0x63 0x00 Operation fails.
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To get the feedback mode,
Command:
CLA INS P1 P2 Lc Data Le
OxFF 0x00 0x13 Memory - - 0x00
Response:
Data field SW1 Sw2
Mode See the following table
SW1 SW2 Description
0x90 0x00 Operation completes successfully.
0x63 0x00 Operation fails.
Memory Description
0x00 Get/Set the value in volatile memory
0x01 Get/Set the value in EEPROM
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Mode Description Value of X
b7 b6 b5 b4 b3 b2 b1 bo
0 0 0 0 0 0 0 X Change LED state | 0 = Disable
when card is 1 = Enable
detected
0 0 0 0 0 0 X 0 Flash LED during 0 = Disable
data exchange 1 = Enable
0 0 0 0 0 X 0 0 Buzzer when card | 0 = Disable
is detected 1 = Enable
0 0 0 0 X 0 0 0 Buzzer when card | 0 = Disable
is removed 1 = Enable
0 0 0 X 0 0 0 0 Buzzer when 0 = Disable
contactless 1 = Enable
function in
firmware has been
initialized
0 0 X 0 0 0 0 0 RFU 0
X 0 0 0 0 0 RFU 0
X 0 0 0 0 0 0 0 Specify LED to 0 =LED 2
apply the above
configuration
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6.6.6. I35 ZAR=U>T 51T

COINY RIS ABECEOTR=U>TENBIAI N AN ROFATZFHTELF T R—-U>TH—RD
BRAOEEFIRIDILCLD, T2FIR AN — MRE OB EZ2ZEE CEFT.

To set the contactless polling type,

Command:

CLA INS P1 P2 Lc Data Le

OxFF 0x00 0x41 Memory 0x01 Card Type -
Response:

Data field SW1 SW2

- See the following table

SW1 SW2 Description

0x90 0x00 Operation completes successfully.

0x63 0x00 Operation fails.
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To get the contactless polling type,

Command:
CLA INS P1 P2 Lc Data Le
OxFF 0x00 0x41 Memory - - 0x00
Response:
Data field SW1 SW2
Card Type See the following table

SW1 SW2 Description

0x90 0x00 Operation completes successfully.

0x63 0x00 Operation fails.

Memory Description
0x00 Get/Set the value in volatile memory
0x01 Get/Set the value in EEPROM
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Card Type Description Value of X
b7 b6 b5 b4 b3 b2 b1 b0
0 0 0 0 0 0 0 X ISO/IEC 14443 0 = Disable
Type A 1 = Enable
0 0 0 0 0 0 X 0 ISO/IEC 14443 0 = Disable
Type B 1 = Enable
0 0 0 0 0 X 0 0 FeliCa 212 kbps 0 = Disable
1 = Enable
0 0 0 0 X 0 0 0 FeliCa 424 kbps 0 = Disable
1 = Enable
0 0 0 X 0 0 0 0 Topaz 0 = Disable
1 = Enable
0 0 X 0 0 0 0 0 RFU 0
0 X 0 0 0 0 0 0 Picopass 0 = Disable
1 = Enable
X 0 0 0 0 0 0 0 Automatic 0 = Disable
generation of RATS | 1 = Enable
in case of ISO/IEC
14443-4 compliant
69 / 88 221015



ELECOM

MR-ICA001BK

6.6.7. >3 AR=U>J 51 TR

ZOIX> R, FEBAIR—)>IHATOIRT—TAY Y ROER TS . OOV REERAL T, BAOH
—RALT ORI AT %HTELFT

To set the contactless polling type extended,

Command:

CLA INS P1 P2 Lc Data Le

OxFF 0x00 0x41 Memory 0x01 Card Type -
Response:

Data field SW1 SW2

- See the following table

SW1 SW2 Description

0x90 0x00 Operation completes successfully.

0x63 0x00 Operation fails.
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To get the contactless polling type extended,
Command:
CLA INS P1 P2 Lc Data Le
OxFF 0x00 0x41 Memory - - 0x00
Response:
Data field SW1 Sw2
Card Type See the following table
SW1 SW2 Description
0x90 0x00 Operation completes successfully.
0x63 0x00 Operation fails.
Memory Description
0x80 Get/Set the value in volatile memory
0x81 Get/Set the value in EEPROM
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6.6.8. R—=U2JT)\5A-4
COIXRIG. FEEMBN— ROR-UINSGA-H%HRELET .
To set the contactless polling parameters,
Command:
CLA INS P1 P2 Lc Data Le
OxFF 0x00 0x40 Memory 0x01 Parameter -
Response:
Data field SW1 Sw2
- See the following table
SW1 SW2 Description
0x90 0x00 Operation completes successfully.
0x63 0x00 Operation fails.
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To get the contactless polling parameters,
Command:
CLA INS P1 P2 Lc Data Le
OxFF 0x00 0x40 Memory - - 0x00
Response:
Data field SW1 Sw2
Parameter See the following table
SW1 SW2 Description
0x90 0x00 Operation completes successfully.
0x63 0x00 Operation fails.
Memory Description
0x00 Get/Set the value in volatile memory
0x01 Get/Set the value in EEPROM
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Parameter Description Value of X
b7 b6 b5 b4 b3 b2 b1l b0
0 0 0 0 0 0 0 X Auto polling 0 = Disable
1 = Enable
0 0 0 0 0 0 X 0 Antenna off when | 0 = Disable
no tag is detected | 1 = Enable
0 0 0 0 0 X 0 0 Antenna off when | 0 = Disable
CCID powers off 1 = Enable
card
0 0 X 0 0 0 RFU 0
0 0 X X 0 0 0 0 Polling period 00b = 250 ms
01b = 500 ms
0 0 X X 0 0 0 0 02b = 1000
ms
03b = 100 ms
0 X 0 0 0 0 0 0 RFU 0
X 0 0 0 0 0 0 RFU 0
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6.6.9. I AXE-R

ZOIX> R, FEEfRA > —T114AD PPS SR EZHELET I .
(ISO / IEC14443-4 94T A BLUISO / IEC 14443-4 91T B [COHEFARIAE

To set the contactless speed,

Command:
CLA INS P1 P2 Lc Data Le
OxFF 0x00 0x42 Memory 0x01 Maximum -
Speed
Response:
Data field SW1 Sw2

- See the following table

SW1 SW2 Description

0x90 0x00 Operation completes successfully.

0x63 0x00 Operation fails.
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To get the contactless speed,
Command:

CLA INS P1 P2 Lc Data Le

OxFF 0x00 0x42 Memory - - 0x00
Response:

Data field SW1 Sw2

Maximum Speed Current Speed See the following table

SW1 SW2 Description

0x90 0x00 Operation completes successfully.

0x63 0x00 Operation fails.

Memory Description

0x00 Get/Set the value in volatile memory

0x01 Get/Set the value in EEPROM

Maximum Speed / | Description

Current Speed

0x00 106 kbps

0x01 212 kbps

0x02 424 kbps

0x03 848 kbps
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6.6.10. FeliCa System Code
COIX> R FeliCa OR—U>JBF(CfERTS FeliCa AT A0-R2RELE T,
To set the FeliCa system code,
Command:

CLA INS P1 P2 Lc Data Le

OxFF 0x00 0x50 0x00 0x02 System Code | System Code | -

(MSB) (LSB)

Response:

Data field SW1 SW2

- See the following table

SW1 SW2 Description

0x90 0x00 Operation completes successfully.

0x63 0x00 Operation fails.

To get the FeliCa system code,

Command:
CLA INS P1 P2 Lc Data Le
OxFF 0x00 0x50 0x00 - - 0x00
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Response:

Data field SW1 SW2

System code (MSB) System code (LSB) See the following table

SW1 SW2 Description

0x90 0x00 Operation completes successfully.

0x63 0x00 Operation fails.

6.6.11. 1B1EHI
6.6.11.1. J7—A"I7 Version B\

AHEDT7—ADIT7N-23>%BUS TS, IR —TIRROBITT,

1. AEOREDT7—LIIT7 N -S> ZBUSUEY
Command: FF 00 01 00 00
Response: XX XX XX XX XX XX XX XX XX XX XX XX XX 90 00

6.6.11.2. JY-884Y
JY-B%I859, IX—JINROBITT,

1. Play a buzzer sound with 50 ms duration once
Command: FF 00 04 01 03 05 05 01
Response: 90 00

2. Play a buzzer sound with 250 ms duration twice
Command: FF 00 04 01 03 19 19 02
Response: 90 00

6.6.11.3. T —EERTE
T -0OEFZRELET.

1. H—RMMRESNREECTH-FNIRO, H— RIEDIENEE (LT -FHIBSRLL

SIFEELET
Command: FF 00 13 01 01 17
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Response: 90 00
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6.6.11.4. Configure the contactless card polling type
FEIEAEY H— ROR-U T A1 TR RTELET

1. Set to poll all supported contactless cards
a. Enable ISO/IEC 14443 Type A, ISO/IEC 14443 Type B, FeliCa,
Topaz, Picopass
Command: FF 00 41 01 01 DF
Response: 90 00

b. Enable ISO/IEC 15693
Command: FF 00 41 81 01 01
Response: 90 00

2. Set to poll FeliCa only
a. Enable FeliCa only
Command: FF 00 41 01 01 OC

Response: 90 00

b. Disable ISO/IEC 15693
Command: FF 00 41 81 01 00
Response: 90 00

3. Set to poll ISO/IEC 14443 Type A and ISO/IEC 14443 Type B only
a. Enable ISO/IEC 14443 Type A and ISO/IEC 14443 Type B
Command: FF 00 41 01 01 03
Response: 90 00

b. Disable ISO/IEC 15693
Command: FF 00 41 81 01 00
Response: 90 00
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6.7. Appendix A. Y J)Ld-R

ZOY>TIVE XV RERIET B EERLTVET,

#include <stdio.h>
#include <windows.h>

#include <winscard.h>

#define IOCTL_CCID_ESCAPE SCARD_CTL_CODE(3500)

int main(int argc, char *argv[])
{
LONG IResult;

SCARDCONTEXT hContext;

LPTSTR pmszReaders = NULL;

LPTSTR pReader;

DWORD cchReaders = SCARD_AUTOALLOCATE;

SCARDHANDLE hCardHandle;
DWORD dwActiveProtocol;
SCARD_IO_REQUEST pioSendPci;

DWORD dwReaderLen = 256;
DWORD dwState, dwProtocol;
DWORD dwAtrLen = 32;

DWORD dwSend = 0, dwRecv = 0;

BYTE pbAtr[32];

BYTE pbSendAPDU[] = {OxFF, 0xCA, 0x00, 0x00, 0x00};
BYTE pbSendEscape[] = {0xFF, 0x00, 0x01, 0x00, 0x00%};
BYTE pbRecv[258];

DWORD i;

// Establish context
IResult = SCardEstablishContext(SCARD_SCOPE_USER, NULL, NULL, &hContext);
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if (SCARD_S_SUCCESS != IResult)
{
printf("Failed SCardEstablishContext. Error code: 0x%08X¥n", IResult);

return 1;

// Retrieve the list the readers.
// hContext was set by a previous call to SCardEstablishContext.

IResult = SCardListReaders(hContext,

NULL,
(LPTSTR)&pmszReaders,
&cchReaders);
if (SCARD_S_SUCCESS != IResult)
{
// Release context
SCardReleaseContext(hContext);
printf("Failed SCardListReaders. Error code: 0x%08X¥n", IResult);
return 1;
¥

pReader = pmszReaders;
while ('¥0' I= *pReader)
{
printf("Reader: %S¥n", pReader);
pReader = pReader + wcslen((wchar_t *)pReader) + 1;

b

pReader = pmszReaders;

// Send escape command to reader

dwSend = sizeof(pbSendEscape);

dwRecv = sizeof(pbRecv);

IResult = SCardConnect(hContext,
pReader,
SCARD_SHARE_DIRECT,
0,
&hCardHandle,

&dwActiveProtocol);
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if (SCARD_S_SUCCESS != IResult)

{
// Release context
SCardReleaseContext(hContext);
printf("Failed SCardConnect. Error code: 0x%08X¥n", IResult);
return 1;
b

IResult = SCardControl(hCardHandle,
IOCTL_CCID_ESCAPE,
pbSendEscape,
dwSend,
pbRecv,
dwRecy,

&dwRecv);
if (SCARD_S_SUCCESS != IResult)
{
// Disconnect card
SCardDisconnect(hCardHandle, SCARD_LEAVE_CARD);
// Release context
SCardReleaseContext(hContext);
printf("Failed SCardControl. Error code: 0x%08X¥n", IResult);
return 1;

b

printf("¥nEscape command:¥n");

printf(">");

for (i = 0; i < dwSend; i++)

{

printf(" %02X", pbSendEscapeli]);

b

printf("¥n");

printf("<");

for (i = 0; i < dwRecv; i++)

{

printf(" %02X", pbRecV[i]);

b
printf("¥n");

83/ 88

221015



ELECOM

MR-ICA001BK

// Disconnect card

SCardDisconnect(hCardHandle, SCARD_LEAVE_CARD);

// Connect to card

IResult = SCardConnect(hContext,
(LPCTSTR)pReader,
SCARD_SHARE_SHARED,

SCARD_PROTOCOL_TO | SCARD_PROTOCOL_T1,

&hCardHandle,
&dwActiveProtocol);
if (SCARD_S_SUCCESS != IResult)
{
// Release context

SCardReleaseContext(hContext);

printf("Failed SCardConnect. Error code: 0x%08X¥n", IResult);

return 1;

b

pioSendPci = *SCARD_PCI_TO;

switch (dwActiveProtocol)

{

case SCARD_PROTOCOL_TO:
pioSendPci = *SCARD_PCI_TO;
break;

case SCARD_PROTOCOL_T1:
pioSendPci = *SCARD_PCI_T1;

break;

// Get ATR

IResult = SCardStatus(hCardHandle,
pReader,
&dwReaderlLen,
&dwsState,
&dwProtocol,
pbAtr,
&dwaAtrLen);
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if (SCARD_S_SUCCESS != IResult)

{

b

// Disconnect card

SCardDisconnect(hCardHandle, SCARD_LEAVE_CARD);

// Release context

SCardReleaseContext(hContext);

printf("Failed SCardStatus. Error code: 0x%08X¥n", IResult);

return 1;

printf("¥nATR :");

for (i = 0; i < dwAtrLen; i++)

{

b

printf(" %02X", pbAtr[i]);

printf("¥n");

// Send command to card

dwSend = sizeof(pbSendAPDU);

dwRecv = sizeof(pbRecv);

IResult = SCardTransmit(hCardHandle,

&pioSendPci,
pbSendAPDU,
dwSend,
NULL,
pbRecv,
&dwRecv);

if (SCARD_S_SUCCESS != IResult)

{

b

// Disconnect card

SCardDisconnect(hCardHandle, SCARD_LEAVE_CARD);

// Release context

SCardReleaseContext(hContext);

printf("Failed SCardTransmit. Error code: 0x%08X¥n", IResult);

return 1;

printf("APDU Command:¥n");
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printf(">");
for (i = 0; i < dwSend; i++)
{
printf(" %02X", pbSendAPDUI[i]);
b
printf("¥n");
printf("<");
for (i = 0; i < dwRecv; i++)
{
printf(" %02X", pbRecV[i]);

b
printf("¥n");

// Disconnect card

SCardDisconnect(hCardHandle, SCARD_LEAVE_CARD);

// Release context

SCardReleaseContext(hContext);

return O;
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6.8. Appendix B. A&
Term Description
AFI Application Family Identifier
APDU Application Protocol Data Unit
API Application Programming Interface
ATQB Answer to request, Type B
ATR Answer to Reset
ATS Answer to Select
ATTRIB PICC selection command, Type B
BER-TLV Basic Encoding Rules — Tag Length Value
CCID Integrated Circuit(s) Card Interface Devices
CID Card Identifier
CSN Card Serial Number
DSFID Data Storage Format Identifier
ICC Integrated Circuit Card, i.e. Contact Smart Card
IDm Manufacture ID
LED Light Emitting Diode
LSB Least Significant Byte
MBLI Maximum Buffer Length Index, Type B
MSB Most Significant Byte
NAD Node Address
NFC Near Field Communications
PCB Protocol Control Byte
PC/SC Personal Computer/Smart Card
PICC Proximity Integrated Circuit Card
PPS Protocol Parameter Selection
PUPI Pseudo-Unique PICC Identifier
RATS Request for Answer to Select
RFU Reserved for Future Use
SAK Select Acknowledge
SAM Secure Access Module
SW Status Word
TPDU Transmission Protocol Data Unit
uiD Unique Identifier
87 / 88 221015



ELECDm MR-ICA001BK

usB Universal Serial Bus

6.9. Appendix C. &=

e Android (& Google LLC DE#REZETI .

e Calypso (#tk4 REIDOEEEXIH(CHIT5 Calypso TechnologyIlnc DEFREEECI .

e FeliCa QYA RMHEFZOBEIERMHTOEHFEIECT.

e Linux (& Linus Torvalds OKESLUZOMOEICHITZEHZRERTI

e macOS (EKEBLUZOMMOE LM TEIRENIC Apple DEFREIETYT,

e MIFARE. MIFARE Classic. MIFARE DESFire. MIFARE Plus. & & U MIFARE
Ultralight. ICODE (& NXP 334949 —-X N.V OEEFEIETY,

e Picopass [& WISEKEY SEMICONDUCTORS #tDEIRFEIECI,

e Windows (&K[E Microsoft OKREBLIUVZDMMOECHIFZETREIRCI .
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